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DETAILED ACTION 

Response to Arguments 

1 . Applicant's arguments, see pages 5-8, filed 1 2/29/08, with respect to the 
rejection(s) of claim(s) 1-11 under 35 U.S.C § 102(a) have been fully considered but 
are moot in view of the new ground(s) of rejection made in view of US patent no: 
7062658 to Cheriton et al and US patent no: 6987854 to Maillard. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claim 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Maillard 
(6987854) (hereinafter Maillard) in view of Cheriton et al (7062658) (hereinafter 
Cheriton). 

As per claim 1 , Maillard discloses "Method for creating and managing a local 
network, this network comprising at least on restitution device for an encrypted data 
stream and a diffusion and re-encrypted device for transmitting all or part of said 
encrypted data to said restitution device" as ( on page 8, column 2, lines 10-24, 
encrypting control word with decoder and recording medium ), "said devices comprising 
security modules" as (on page 9, column 4, lines 1-10, smart card used in TV decoder 
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systems), the method comprising the following steps, at an initializing stage: 
"connecting a master security module in one of the device connected to the local 
network" as ( on page 9, column 4 , lines 1-10, smart card is connected to TV ), 
"establishing a network key by the master security module, and securely transmitting 
the network key to one or several user security modules attached to the devices, said 
devices being at least the diffusion and re-encrypting device and the restitution device, 
and while receiving an encrypted data stream" as ( on page 8, column 2, lines 10-23, 
decoder received a second key from the portable support device[e.g. smart card]) : " 
decrypting encrypted data by the diffusion and re-encrypting device" as (on page 8, 
column 2, lines 14-20, encrypted control word is decrypted by the decoder), " re- 
encrypting the data by said diffusion and re-encrypting device with a local key, said local 
key being linked with the network key" as (on page 8, column 2, lines 14-24, the 
decrypted control word is re-encrypted with a second key[e. g . local key] which is from 
smart card ), Maillard fails to disclose " transmitting the re-encrypted data to the 
restitution device and " decrypting by said restitution device thanks to the associated 
user security module, which comprises means to find the local key with the network 
key". 

However, Cheriton disclosed "transmitting the re-encrypted data to the restitution 
device "as (on page 12, column 12, lines 32-35, and Fig 6, send encrypted decoded 
digital content from set top-box to secure digital appliance) and "decrypting by said 
restitution device thanks to the associated user security module, which comprises 
means to find the local key with the network key" as ( on page 12, column 12, lines 38- 
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44, and Fig 6, decrypt encrypted decoded digital content at secure digital appliance 
using session key). 

Maillard and Cheriton are analogous arts because they are same field of 
endeavor of the method for protecting digital content. 

Therefor, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Maillard by including a secure 
digital appliance that taught by Cheriton because it would provide more enhancement of 
protecting digital content (Cheriton , column 1, lines 52-53). 

As per claim 2, Maillard in view of Chariton discloses all the limitations set forth 
above, Chariton discloses "wherein the local key is a randomly generated session key 
encrypted by the network key" as ( on page 9, column 7, lines 61-67, column 8, lines 1- 
3, session initiation message with a first secret key is encrypted with the public key). 

As per claim 3, Maillard in view of Chariton discloses all the limitations set forth 
above, Chariton discloses " where in the local key is the network key" as (on page 9, 
column 7, lines 65-67, column 8, lines 1-3, session key is the network). 

As per claim 4, Maillard in view of Chariton discloses all the limitations set forth 
above, Chariton discloses "wherein the establishment of the network key is obtained by 
a pseudo-random generation of the network key during the initialization of the local 
network" as ( on page 9, column 7, lines 61-65, session key is generated during 
session initiation message at network side ). 

As per claim 5, Maillard in view of Chariton discloses all the limitations set forth 
above, Maillard discloses " wherein the establishment of the network key is carried out 



Application/Control Number: 10/564,544 Page 5 

Art Unit: 2437 

during an initialization step of the master security module" as ( on page 8, column 2, 
lines 15-20, initial step of portable device with second key in the network ). 

As per claim 6, Maillard in view of Chariton discloses all the limitations set forth 
above, Maillard discloses "wherein the master security module is placed in a 
removable security module" as ( on page 9, column 4, lines 1-10, Smart card is placed 
in TV ). 

As per claim 7, Maillard in view of Chariton discloses all the limitations set forth 
above, Maillard discloses "wherein said removable security module comprises a user 
module forming part of the network administrated by the master module" as ( on page 9, 
column 4, lines 1-10, user can use smart card to decrypt digital content or can do any 
kind of functionality ). 

As per claim 8, Maillard in view of Chariton discloses all the limitations set forth 
above, Maillard discloses " wherein the associated user security module in the form 
of an electronic circuit mounted during the manufacture of the restitution device" as ( on 
page 9, column 4, lines 1-5, smart card is chip-based device is used in TV), 

As per claim 9, Maillard in view of Chariton discloses all the limitations set forth 
above, Maillard discloses " wherein the associated user security module is in the form 
of a removable security module" as ( on page 9, column 4, lines 1-5, smart card is chip- 
based device is removable from TV), 

As per claim 1 0, Maillard in view of Chariton discloses all the limitations set forth 
above, Chariton discloses " where in the diffusion and re-encrypting device includes a 
security module , called converter module , said module receives and keeps and 



Application/Control Number: 10/564,544 Page 6 

Art Unit: 2437 

identifier of the master security module that created the network, the converter module 
re-encrypting the data for said network" as ( on page 10, column 10, lines 36-60, set - 
top box received an identification information that identifies a secure digital appliance 
and set-top box also encrypt the decoded digital content ), 

As per claim 1 1 , Maillard in view of Chariton discloses all the limitations set forth 
above, Chariton discloses "where said identifier of the master security module is 
transmitted to a management center during a connection step to said management 
center" as ( on page 1 1 , column 1 1 , lines 15-25, identification information from secure 
digital appliance send to a secure database that it is a management center for digital 
appliance), 

Examiner Notes 

4. Examiner cites particular columns and line numbers in the references as applied 
to the claims below for the convenience of the applicant. Although the specified citations 
are representative of the teachings in the art and are applied to the specific limitations 
within the individual claim, other passages and figures may apply as well. It is 
respectfully requested that, in preparing responses, the applicant fully consider the 
references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the examiner. 
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Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ABU SHOLEMAN whose telephone number is 
(571)270-7314. The examiner can normally be reached on Mon-Thurs 7:30 am-5:00 
pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)-272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/A. S.I 

Examiner, Art Unit 2437 



/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2437 



